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Sydenham and Dulwich Girls: Generative Al Policy

1. Introduction and Aims

Sydenham & Dulwich Girls is committed to leading the future with confidence and conscience. This policy
establishes a framework for the purposeful integration of Generative Artificial Intelligence (GenAl),
ensuring that technology always adds value to the educational experience. In line with our mission to
empower the next generation of female leaders, we aim to develop Al literacy while upholding the highest
standards of academic integrity. Through our SPARK approach to technology, we ensure our students are
masters of technology, not servants to it, equipped with the critical discernment to know which tool, digital
or traditional, is right for the task.

Rationale

While generative Al offers significant potential to enhance productivity and creativity, it presents risks
including algorithmic bias, hallucinations (false information), and the potential for academic malpractice, in
addition to the impact on learning. This policy provides a shared understanding and language for Al use,
moving pupils from passive consumers to active creators who understand the ethical responsibilities of
deploying powerful technology.

Scope
This policy applies to all pupils and staff at Sydenham & Dulwich Girls. It operates in conjunction with many
other school policies, due to the nature of Al. These include;

Safeguarding policy

GDST Al Position Statement

Online Safety Policy

ICT Acceptable Use Agreement

Academic Integrity and Behaviour Policies

Academic Department policies

All policies and guidance related to external examinations, including JCQ guidelines, exam board
policies and subject specific NEA policy and guidance

2. User responsibilities
All users of generative Al at Sydenham & Dulwich Girls, including students, teachers and administrators,
are expected to use generative Al in a responsible and ethical manner.

2.1 Pupil use of Al

Pupil use of Generative Al should adhere to the agreements that are made annually in the GDST
Acceptable use of IT and take into consideration other GDST guidelines for Al. GDST guidelines state that
pupils should generally not be directly using Al prior to year 10. Any use that should fall outside of this age
group will need to be risk assessed and the written approval of the Head should be sought for each use
case.
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In addition, all uses of generative Al should adhere to our principles of edtech use, outlined in our SPARK
approach to technology. These are detailed in table 1 below:

Table 1: SPARK Approach to technology

S - Skilful We are taught to be masters of technology, not servants to it, skilfully
choosing the right tool to bring our ideas to life.

P - Purposeful We use digital tools with a clear purpose, ensuring that technology always
adds value to our learning and our work

A - Accountable | We are accountable for our digital actions, using powerful tools like Al with
academic integrity and a strong sense of ownership.

R - Responsible | We are responsible digital citizens, learning to think critically about the impact
of technology and to use it for good.

K- Kind We remember our “irreplaceable human qualities’, using technology in a way
that is compassionate, collaborative, and kind to others.

2.1.1: The Al Acceptable Use Scale

In order to provide clear guidance to pupils over the acceptable use of Al, the school has created
the Al Acceptable use scale. Unless otherwise stated, pupils must assume that Al should not be
used for any school work, either in lessons or for homework. The scale allows teachers to set work
that provides some opportunities for Al use and is provided to give clarity over this. Teachers are
responsible for designating the permitted level for any given task. The levels are shown below and
the full guidelines for pupils are available in this document. Pupils are required to carefully monitor
the results of any Al generated content to ensure they are suitable. If pupils have concerns about
any Al generated content they must inform an appropriate teacher or member of staff.

Academic Integrity and Referencing Any use of Generative Al (Levels 2-5) must be explicitly
referenced.

Standard Reference Format: Name of Al Tool, URL, and Level of Use.
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https://docs.google.com/document/d/1nme1HpPUW3QafgxhaV8CCDZiUiLhYdXReTy8qkSkstU/edit?tab=t.0#heading=h.l0c5lfh4i94t

Example: Google Gemini, https.//gemini.google.com/, Level 3: Used to generate an essay plan.

Sydenham High: Al Acceptable use scale

Level Description

2. AlChecking Work is completed in full without any Al use. When complete, Al is used to highlight
and spelling/grammiatical errors or suggest improvements. You annotate your work with these ina
Feedback different colour to show how you might improve your work in future.

Adapted from Perkins, Furze, Roe and MacVaugh, 2024

2.1.2 Unacceptable use of Al for school work and homework

In the case of a pupil using Al for classwork or homework, when not authorised, will be asked to
repeat that work. Departments have their own policies with regards to consequences for pupils
who hand in work that is not their own.

2.1.3 Use of Al for examination work

Pupils must adhere to JCQ and exam board guides for specific details about Al use within GCSE
and A level qualifications. Failure to follow such guidelines is considered academic malpractice and
can result in disqualification from external examinations.

2.1.4 Use of Al to generate Images

The use of Generative Al to create or manipulate imagery must align with our commitment to
kindness, respect, and digital responsibility. While Al image generation can be a powerful tool for
creativity, it carries significant ethical and safeguarding risks. The following regulations apply to all
pupils and staff:

Consent and Identity: Pupils must never input images, likenesses, or personal data of other pupils,
staff, or any real individuals into an Al tool. Generating Al imagery using another person's identity is
strictly unacceptable.
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Deepfakes and Manipulation: The creation, manipulation, or dissemination of deepfakes (digitally
altered or fabricated media that misrepresents a real person) is prohibited. Any attempt to alter an
image to deceive, mock, humiliate, or impersonate another individual will be treated as a severe
breach of the Behaviour Policy and a safeguarding concern. In addition all pupils and staff must be
aware that the creation, manipulation or dissemination of deep fakes, whether through intimate
imagery, targeted harassment, or malicious misrepresentation, can constitute a serious criminal
offense under UK law.

Appropriate Content: Pupils must not use Al tools to generate images that are inappropriate,
offensive, violent, harmful, or legally restricted.

Copyright and Originality: \¥hen using Al-generated imagery for authorised school projects,
pupils must remain mindful of intellectual property and ensure the Al tool's output does not violate
copyright standards. All Al-generated images used in schoolwork must be clearly attributed and
referenced in accordance with our standard referencing format outlined in the student Al
guidelines document.

Failure to adhere to these guidelines will result in immediate disciplinary action and, where
necessary, referral to the Designated Safeguarding Lead (DSL).

2.2 Staff Responsibilities

Staff must comply with all GDPR, data protection and ICT acceptable use policies. This includes
keeping up-to-date with GDST GDPR mandatory training. Staff must ensure that they are aware of
the risks of using generative Al and should have read the general Al risk assessment concerning
use of Al with pupils. Staff need to continually consider risks when setting tasks that use Al.

Staff must maintain professional standards when using any Al generated content following the
'human in the loop' principle at all times. This means retaining full responsibility for all work,
including that produced by generative Al. In addition the following applies to staff use of generative
Al

2.21 Safeguarding: Al must be used in such a way as to maintain the highest standard of
safeguarding at all times. All staff have a responsibility to ensure that pupils are not accessing or
creating harmful content online, including content generated through Al.

2.2.2 Maintaining teacher oversight: All Al-generated material must be checked for suitability,
safety, and factual accuracy before being shared. Al should be used in such a way that supports
teacher work and not replacing it.

2.2.3 Data Protection and Privacy: No personal, school, or identifying data should be entered
into a public Al platform at any time.

Staff have access to Google Gemini and NotebookLM, and MS Copilot and Al capabilities within
Canva when signed in to their school account. These sit within the GDST's digital tenancy and offer
enhanced protection for personal data. Nonetheless, staff are requested to only input absolutely
essential data for a task and to anonymise whenever possible. Should staff wish to use any
alternative Al platform they must seek written permission from the headteacher, will need to
complete a risk assessment, demonstrate educational need and undertake a Data Protection
Impact Assessment.
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2.2.4 Intellectual Property Rights: Data that is not personally owned by the user should not be
entered into any Al platform. This includes work created by pupils and all copyrighted material.

2.2.5 Ethical Considerations: Staff must maintain awareness of biases inherent in the data used
to train models and give careful consideration of the resulting output and its suitability for use with

pupils.

2.2.6 Digital Literacy: Staff across all subject areas have a responsibility to develop the digital
and Al literacy of pupils to prepare them for future career paths and to be ethical architects of
tomorrow's technology.

2.2.7 Sustainability: Staff should be mindful of the environmental impacts of using Al and are
asked to carefully consider the best tool for the job.

2.2.8 Online meetings: Staff should not record any online meetings through the use of an Al
summary tool.

2.2.9 Staff use of Al to generate Images

The use of Generative Al to create or manipulate imagery must align with our commitment to
kindness, respect, and digital responsibility. While Al image generation can be a powerful tool for
creativity, it carries significant ethical and safeguarding risks. The following regulations apply to all
staff:

Consent and Identity: Staff must never input images, likenesses, or personal data of pupils or staff
into any Al tool at any time. Generating Al imagery using another person's identity is strictly
unacceptable.

Deepfakes and Manipulation: The creation, manipulation, or dissemination of deepfakes (digitally
altered or fabricated media that misrepresents a real person) is prohibited. Any attempt to alter an
image to deceive, mock, humiliate, or impersonate another individual is unacceptable. In addition
all staff must be aware that the creation, manipulation or dissemination of deep fakes, whether
through intimate imagery, targeted harassment, or malicious misrepresentation, can constitute a
serious criminal offense under UK law.

Appropriate Content: Staff must not use Al tools to generate images that are inappropriate,
offensive, violent, harmful, or legally restricted.

Copyright and Originality: \When using Al-generated imagery for school related tasks, staff must
remain mindful of intellectual property and ensure the Al tool's output does not violate copyright
standards. Staff are advised to attribute any Al imagery appropriately to model good practice for

pupils.

3. Al wearable devices (staff and pupils)

Al-integrated wearables, including, but not limited to smart glasses (e.g., Meta Ray-Bans), Al pins, and any
wearable devices capable of surreptitious recording, live-streaming, or Al-assisted data retrieval, are not
permitted to be used in school or any school event, including trips, by any pupil or member of staff at any
time.

Monitoring and Review Due to the rapid development of this technology, this policy will be reviewed
on a regular basis and updated to reflect such changes.
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